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ABSTRACT

In the English legal system, online criminal counter-terrorism emerges as a fundamental legal and policy issue in light of
emerging threats to public health rights. This research examines how cyberattacks against healthcare infrastructure, as
well as the organized dissemination of misinformation during health crises, cause individual-level anxiety, distrust in
scientific treatments, and undermine citizens’ psychological security. At the institutional level, it assesses the
effectiveness and challenges of implementing regulations such as the “Terrorism Act 2000,” the “Computer Misuse Act
1990,” and the “Online Safety Act 2023” in preventing, identifying, and containing these threats, while also maintaining a
balance between public security and fundamental rights, including privacy and freedom of information. At the
international level, it addresses the necessity of continuous review of legal frameworks, strengthening regulatory
coordination, and expanding transnational cooperation to counter terrorists’ exploitation of digital technologies and
effectively protect public health. Accordingly, this study, employing a descriptive-analytical method, identifies existing
challenges and gaps in online criminal counter-terrorism and elucidates the necessary legal and institutional solutions to
enhance effective oversight, reduce psychological and social consequences, and safeguard public health rights.
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- World Health Organization. (2024, February 6). WHO reports outline responses to cyber-attacks on health
care and the rise of disinformation in public health emergencies. WHO. https://www.who.int/news/item/06-02-
2024-who-reports-outline-responses-to-cyber-attacks-on-health-care-and-the-rise-of-disinformation-in-public-
health-emergencies

® https://iris.who.int/bitstream/handle/10665/375831/WER9904-25-37.pdf?sequence=1&isAllowed=y

* https://iris.who.int/bitstream/handle/10665/375832/WER9904-38-48.pdf
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https://www.bma.org.uk/advice-and-support/nhs-delivery-and-workforce/the-future/building-the-future-

healthcare-infrastructure-reports
" https://www.pewresearch.org/internet/2017/10/19/the-future-of-truth-and-misinformation-online/
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! The National Health Service and Public Health (Functions and Miscellaneous Provisions) Regulations 2013,
UK Statutory Instruments 2013 No. 261. (2013). Retrieved from https://www.legislation.gov.uk/uksi/2013/261

% Public Health (Control of Disease) Act 1984, UK Public General Acts 1984 c. 22. Retrieved from
https://www.legislation.gov.uk/ukpga/1984/22

® Criminal Justice Act 1988, UK Public General Acts 1988 c. 33. Retrieved from
https://www.legislation.gov.uk/ukpga/1988/33/contents

*  Computer Misuse Act 1990, UK Public General Acts 1990 c. 18. Retrieved from
https://www.legislation.gov.uk/ukpga/1990/18/contents

> Terrorism Act 2000, https://www.legislation.gov.uk/ukpga/2000/11/contents

® Online Safety Act 2023, https://www.legislation.gov.uk/ukpga/2023/50
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! UK Government. (2001). Anti-terrorism, Crime and Security Act 2001 (UK Public General Acts 2001 c. 24).
https://www.legislation.gov.uk/ukpga/2001/24/contents
2 UK Government. (2006). Terrorism Act 2006 (UK Public General Acts 2006 c. 11).
https://www.legislation.gov.uk/ukpga/2006/11/contents
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! Cabinet Office. (2011, November). The UK cyber security strategy: Protecting and promoting the UK in a

digital world. https://assets.publishing.service.gov.uk/media/5a78a991ed915d04220645e2/uk-cyber-security-

strategy-final.pdf

2 UK Government. (2015, May 8). 2010 to 2015 government policy: Cyber security.

https://www.gov.uk/government/publications/2010-to-2015-government-policy-cyber-security/2010-to-2015-

government-policy-cyber-security
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* UK Government. (2000). Regulation of Investigatory Powers Act 2000 (UK Public General Acts 2000 c. 23).

https://www.legislation.gov.uk/ukpga/2000/23/contents

> UK Government. (2016). Investigatory Powers Act 2016 (UK Public General Acts 2016 c. 25).

https://www.legislation.gov.uk/ukpga/2016/25/contents

® patrick Rowan

" https://www.millerchevalier.com/sites/default/files/2023-11/GIR_Sanctions_4th-Edition.pdf

& WannaCry, https://techcrunch.com/2019/05/12/wannacry-two-years-on/

° National Health Service (NHS) in England, https://www.gov.uk/government/organisations/nhs-england

19 National Audit Office. (2017, October 27). Investigation into the WannaCry cyber attack and the NHS.
https://www.nao.org.uk/reports/investigation-wannacry-cyber-attack-and-the-nhs/
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https://www.gov.uk/government/publications/2010-to-2015-government-policy-cyber-security/2010-to-2015-government-policy-cyber-security
https://www.gov.uk/government/publications/2010-to-2015-government-policy-cyber-security/2010-to-2015-government-policy-cyber-security
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! https://www.extnoc.com/learn/general/wannacry-ransomware

2 UK Government. (2020, December 15). Consultation outcome: Online harms white paper.

https://www.gov.uk/government/consultations/online-harms-white-paper/online-harms-white-paper

®  https://www.theguardian.com/society/article/2024/jun/24/nhs-england-confirms-theft-of-patient-records-data-

from-its-provider
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> https://conosco.com/in-the-news/nhs-cyber-attacks-june-2024
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- https://www.theguardian.com/uk-news/2025/jan/21/expert-warn-of-dangers-of-violent-content-being-readily-

available-online?utm_source=chatgpt.com

% Keir Rodney Starmer

10 https://www.theguardian.com/uk-news/2025/jan/21/keir-starmer-vows-change-terror-laws-deal-lone-wolf-

killers-southport

" David Jeffrey Anderson

2 https://www.gov.uk/government/news/open-competitions-launched-for-independent-prevent-commissioner-

and-commissioner-for-countering-extremism

B https://www.gov.uk/government/publications/independent-review-of-prevents-report-and-government-
response/independent-review-of-prevent-one-year-on-progress-report-accessible
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! Explanation of Position of the United States on the Adoption of the Resolution on the UN Convention Against
Cybercrime in UNGA's Third Committee - United States Mission to the United Nations,
https://www.unodc.org/unodc/cybercrime/convention/home.html

2 Computer Misuse Act 1990, https://www.legislation.gov.uk/ukpga/1990/18/contents

¥ Communications Act 2003, https://www.legislation.gov.uk/ukpga/2003/21/contents

* UK Public General Acts. (1996). Chemical Weapons Act 1996, c. 6. Retrieved from
https://www.legislation.gov.uk/ukpga/1996/6/contents

® UK Public General Acts. (2008). Criminal Justice and Immigration Act 2008, c. 4. Retrieved from
https://www.legislation.gov.uk/ukpga/2008/4/contents
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! UK Public General Acts. (2000). Terrorism Act 2000, c. 11. Retrieved from
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UK Public General Acts. (1998). Human Rights  Act 1998, c. 42.

https://www.legislation.gov.uk/ukpga/1998/42/contents

Z https://justice.org.uk/counter-terrorism-human-rights/
https://www.hhrjournal.org/2013/09/06/litigation-as-a-strategy-to-hold-governments-accountable-for-

implementing-the-right-to-health/

* See: UK Public General Acts. (2024, December 12). Operation of police powers under the Terrorism Act 2000

and subsequent legislation: Arrests, outcomes, and stop and search, Great Britain, quarterly update to

September  2024. https://www.gov.uk/government/statistics/operation-of-police-powers-under-tact-2000-to-
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- Independent Reviewer of Terrorism Legislation. (2025, July 15). The Terrorism Acts in 2023: Report of the
Independent  Reviewer of Terrorism  Legislation (accessible). UK  Public  General Acts.
https://www.gov.uk/government/publications/the-terrorism-acts-in-2023/the-terrorism-acts-in-2023-report-of-
the-independent-reviewer-of-terrorism-legislation-accessible
2 UK Public General Acts. (2015). Counter-Terrorism and Security Act 2015, c. 6.

https://www.legislation.gov.uk/ukpga/2015/6/contents
® https://www.virtual-college.co.uk/resources/the-data-protection-act-2018
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https://www.gov.uk/government/publications/the-terrorism-acts-in-2023/the-terrorism-acts-in-2023-report-of-the-independent-reviewer-of-terrorism-legislation-accessible
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! UK Government. (2019). Counter-Terrorism and Border Security Act 2019, Section 8: Sentencing (UK Public
General Acts 2019 c. 3, Part 1, Chapter 2). https://www.legislation.gov.uk/ukpga/2019/3/section/8
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- Government of the United Kingdom. (2025, January 22). Post-legislative scrutiny of the Counter-Terrorism
and Border Security Act 2019 (accessible). https://www.gov.uk/government/publications/counter-terrorism-and-
border-security-act-2019-post-legislative-scrutiny/post-legislative-scrutiny-of-the-counter-terrorism-and-border-
security-act-2019-accessible
® Online Safety Act 2023, https://www.legislation.gov.uk/ukpga/2023/50
* https://www.brookings.edu/articles/dual-use-regulation-managing-hate-and-terrorism-online-before-and-after-

section-230-reform/
® https://consoc.org.uk/the-online-safety-act-privacy-threats-and-free-speech-risks/
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